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Houston, on a un probleme !

« « J’ai un antivirus et un IPS a jour mais je me suis fait infecter malgré tout »
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Premiere raison : Le « Zero Day »

 Pas de correctif sur une faille
« une faille inconnue pour le moment
« Pas de faille...

- Zero Day Protection 3

Attack IT admin
is Installs

Hacker Explolt created TR Public/ Vendor signature
discavers 10 leverage \Vendor distributes
vuinerabllity | vulnerabllity awareness | signature |signature

Window of Vulnerability
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DEUXIéme I‘aISOn : LeS teChnO|Og|eS éVO|uent, y compris celles des hackers...

«  “Antivirus is Dead” Brian Dye Senior VPN of Symantec

Sponsored Links

Norton Coupon Code (2014)
$40 OFF Norton 360. Morton Partner. Norton Antivirus.
Morton.CouponPal.com

Find top Norton Antivirus
Compare prices at BEST-PRICE.com & save up to 75% on Norton Antlvirus!
www. Norton-Antlvirus. BEST-PRICE.com



SMART SECURITY

S.D.I.

TELECOMS - INFORMATIQUE - cLouD

Plus de 88% des malwares
évoluent pour ne pas étre
détecte par les anti-virus*

*Malwise - An Effective and Efficient Classification System for
Packed and Polymorphic Malware, Deakin University, Victoria, June
2013
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Advanced Persistent Threat — APT

« Advanced : Utilise les technigues de Malware les plus modernes et les
exploits Zero-Day

» Persistent : Il ne s’agit pas d’'un hacker/robot opportuniste qui tombe au
hasard sur une faille, il y a une vraie volonté de rentrer sur le reseau

« Historiguement ciblant des organismes gouvernementaux et financiers mais
se démocratisant aux PME et tout type d'entreprise

 Les antivirus sont insuffisants contre les APT

o

—

Targeted Advanced Persistent
An individual organization, An unknown, zero-day attack it doesn't stop. It keeps
nation-state or even specific that has malware payloads and phishing, plugging and
technology is the focus. uses kernel rootkits and probing until it finds a way in
Infiltration is not accidental. evasion-detection technologies. 1o serve malware.
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« Cryptolockers »
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Your files are encrypted.
To ged the key 10 decrypt files you have 10 pay 500 USD/EUR. If payment is not made before 29/06/14 - 09:24 the cost of
decrypting files will increase 2 times and will be 1000 USD/EUR

Pror to mcreasing the amount left
119h 54m 26s

S D I Yourt system: Windows XP (32) First comnoct I ‘ Total encrypted ~ $les
| | |

TELECOMS - INFORMATIQUE - cLOUD m Decrypt 1 file for FREE

We sre presect 8 special software - CryptoWal Decrypter - which 15 sllow 1o decrypt snd retum control 1o all your encrypted Hles

APT or not APT... R -

Obitcoin

1. You should register Bitcon wallet (click here for mare information with pictures)

2. Purchasing Bitcoins - Although it's not yet easy to buy bitcoins, It's getting simpler every day.
Here are our recommendations:

* Colnmx - Recommended for fast, simple service, Takes Cradit Card, Debit Card, ACH, Wire
search for people in your community wiling 10 sell bcoins to you directly

Cryptolocker 2.0

Your personal files are encrypted bctory o bhcols exchinges

hases on their ste

“Info |

Your important files were encrypted on this computer: photos,

videos, documents | elc. You can verily this by click on see files etwork ensbleg consumers to pay for digtal cumency
and try to open them.

. i ~ 0 HYDwiwiot SeaC DCHOCgbRN s 2a TyPoicwd Get OR code
Encryption was procuced using unique public key RSA-4096

genersted Tor this computer. To decrypt Tiles, you need to obtain
Iprivate key.

| [5 85 B7c = 500 uso ) (o
The =zingle copy of the private key, which will allovw you to decrypt 0 about ransaction you mace

the files, 1z located on a secret server on the Internet; the server 10227420 715c3623308 114c44112)

will destroy the key within 72 hour s after encryption

comlpleted After that, nobody and never will be able to restore and click “PAY".

Tiles

Your files will be lost
without payment on: To retrieve the private key, you nesd to pay 0.5 bitcoins. ‘ PAY

11/24/2013 3:16:34 PM Chck proceed to payment to obtain private key.

Any attempt to remove or damage this software will lcad Your sent drafts
to inunediate private key destuuction by server.

paymerts nof found

m Proceed to payment >> [l amount of 0 USDIEUR The residue is 600 USDEUR
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. encrypts US firm's entire
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server installation I

VT 9N
Paying ransom was quicker than backups

By John E. Dunn | Techworld | Published: 1546, 23 Octol 5,25 milliards de fichiers pl'iS
r— o en otage par CryptoWall

n . u 24 Maliclous CryptoWall Ransomware Threat Updated to Version 2.0 with New s | . c1oia) de Troie CryptoWall, un malware
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of the hated CryptoWall ransom Trojan R

Fgure 1. « CyptoVeal Ransormware Thrast messape 0 an updated verson
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workstation had mapped drives and pe Wi tapesad 13 yorer Blea ?
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Les Antivirus détectent les cryptolockers.... mais... trop tard!
g total

SHA256 0330%:4de23911207811300a3%125%9cabd 7eBbdTaa2c 3 1cebc 03900930103 A
Fia name Parcal informaton exs

Detaction ratswo 1754 ‘ O @ O

Analysis date 2014.08.05 00,4144 UTC { O myrnstes aga )
= a 0-A L
Amt Result Updat:
Jiangmin Pach M 20140804
] 01408
are ] 01408
Ad-Awar (] 01408
ApgisLab (] 20140
L V] 20140804
AhnLab-V (V] 140804
ntiV's o 014080
L ] 140804
st ] 20140805
Adu- | (] 20140804
BeDefe o 20140805

http://www.wtausnz.com.au/cryptolocker-returns-in-a-well-crafted-email-link/
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Le « Crypto » du moment.
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Your documents, photos, databases and other important files have been encrypted with strongest
encryption and umique key, geserated for this compater.

Privato decryption key is stored om a secret Internet server and mobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the gayment. If you do not send money within provided time, all
your files will be permancatly crypted and 8o coe will be able to recover thom,

Press 'View' 10 view the list of files that have been encrypted.

Pross "Next” for the next page.

IR o5 45 16 D

L T R T T S R T R R S R R L L T

S N
ATALAAALALTALATAALALALTALLAAALLAALALAA L AL A LR LA LA LRSS




@gid\Gua‘d

APTBlocker

Best of Breed Partner - Lastline

 Fondé en 2011
 Redwood City, CA

» Fondé par des professeurs en de plusieurs
universités américaines

« Sociéte Privée
* Cloud de Sandboxing et d’émulation de systéme

» Les créateurs d’Anubis System
— 8 ans de recherches et developpement

http://youtu.be/YpEpjoX1Jbk , http://youtu.be/leM7xZyQO0EQQO

©)
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Qu’est ce qu’'une Sandbox?

Guest OS:

Application

Hyper Visor: ¢ % 9 ﬁ

sl -
ag © vmware

Hardware:
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PXCrypter 1.1 Fully undetected

High-Resolution Malware Analysis
Identifies Evasion Techniques BTN L Lo 23 e

* Dynamic Evasion

* Checks for Environment

* Tool Kits Available for Download
© [ | Change lcon

@ !con Filename;

[] Anti Virualzation [Miciosoft VPC VMware VitualBox)
["]Anti Debug (Olipdbg Softdce |DA Generic Debuggers)

7] Anti SandBoxie/T hiealE xpert
[T Anti SandBoxes (Norman Anubis,CW Generic §andboxes)
© [ Mek on ext
© [ Stat Hidden (Without GUI)
© [ Try to Unpack the Executable before Crypting
UPK Packing Mode | Automatic (Recormended) | @
Overlsy Detection/Processing | Automatic (Recommended) ve
Injection Taiget | Defaut Self Recommended)  v| @
Delay 0 ' Seconds @
Private Version for Current Customers

A \N
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Emulation de Code

Prévention des évasions

callg ©x100870478

; symbol stub for: _open

ZerofDay Vialwware

call Bx1008704b4 : | stub for: _read callg ©x1000784 ; symbol stub for: _read
. movq Nrax,Nri3
: mov | Xeax ,Nri4d
: movl  Nri2d,Nedi

call Bx1088782b6 - | stub for: _close callg Bx1888702b6 s Symbol stub for: _close
cmp | $0x02 , %r13d
: jle 0x10008f21e

Visibility without code emulation | Visibility with code emulation
(traditional sandboxing technology) (Lastline technology)

SMART SECURITY

S.D.I.
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APTBIlocker

File
uploade

|
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Unified Threat Management Platform

Security Eco System

- AN = Lc HHHH]
Default Threat Protection
Proxy — Web, Email, FTP

Application Control / IPS
Webblocker / RED / SpamBlocker
AV - Malware APTBlocker




Configuration simple et intuitive
7 APT Blocker 7 APT Blocker

[w Enable &PT Blocker

I Folicies I

Threat Level

High

hedium

Ly

Action

Block

Drop

dob

<

Al il

Alarm

<1 A

Log
v

v
v

@The APT Blocker will take effect when Gatesweay Antivirus iz

enakled.

Matification Settings

Matification: Mone

Cancel

Help

¥ Enable APT Blocker

Threst actions  Policies |

ISElEE’t action I

@‘r‘au can enable APT Blocker only for policies that have
Gatewyay Antiviruz enabled.

Policy Matme IF‘ru:ux':.f Type |.&F'T |
HTTP-APHTTP-vlan-2nd-... HTTP Enabled
HTTP-proxy HTTP Enahled
HTTP-proxy-HR HTTP Enahled
Sl TP-outbound SMTP Enahled
ShMTP-proxy SMTP Enahled
Tunnel-HTTR-proxy HTTP Enahled

Motification Settings

Matification: Mone

1K

Cancel

Help
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La valeur de WatchGuard : son architecture

Policy Based Management Gestion basée sur des regles

J

Partenariats OEM forts

AntiSPAM
IPS
App Control
PT Blocker
ReputaNo
Enabled
Defense

V{/atchGuard 'X‘TM Pi-é:tform - Architecture modulaire

" AntiVirus
URL Filtering

e
ettt

WatchGuard Proxy-Based Engine

WatchGuard Firmware / OS Firmware unique

Industry Standard Plateforms
VMware Hyper-V

Plateformes performantes

& avel){ websense conyjtouch SOPHOS Windows (7] vmyare

23
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Visibilité dans WatchGuard Dimension

Advanced Malware in
Security Dashboard

Eocked Destnatons

{ APT Uatware Detecied

T

Blocked LRL Cnegones [BhocEd Appi AR

#N'ETWO * computing
AWARDS 2014
¥ WINNER »
NEW PRODUCT OF THE YEAR
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Rapports dans WatchGuard Dimension

Advanced Pravenison Thrast Uiaiware Dejected - By Cordent Mams ¥ L

Sampke 1477 ewe

e | —

e PR ]
e

0o 0oy ) e O ) o W [ N Lol e &0 ) - GHOD 100D 1000 D000 TEODD MOOD J0O0F JA1O00 4000 MO0 &000 40000 S4DD0 AsD0) ABDOD MOOF AIO00 RA0 00 R 0D
Hurmber of Hits
Contant Narms = Advanced Persistent Threat Wadici nis Sctivity T
deanioad e
149 Shgnature:
Sample_1422.mxe Teus maleare
Samgile_1432.808 -
ZRUL.ENE
Total: 4 51 gRatet e
L - Identified | EE—
T trojen oode
Bisables
Stopping the
i ke -
Security [ _JEEH
Cantor
LT
by Aoty Pt & g %)
Siansture; Zeus malmans famiby -
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Tout sur TAPT

MD5 beaeal220881d185b71d1873bi87ed49
Threat Level HIGH
MIME Type application/x-pe-app-32bit

Autostart Registering for autostart during Windows boot

Evasion Trying to detect analysis virtual environment (HDD detection)

||Nelwom Using injected code 1o hide network activity (dns traffic) . :
o e e Drill down to find why the

Disable Stopping the Windows Security Center service activity is determined to

File Modifying executable in user-shared data directory be malware

Memory Writing to the memory of a non-chikd running process

Settings Modifying name server (ONS,DHCP) addresses \

Evasion Possibly stalling against analysis environment (sleep)

Possibly stalling against analysis environment (loop)

=
e Py
P Fage 1 o3 & wa (00 ¥
F P Tima Thwraal Lawal Theast 1D Cestant Nirva o Coattrnlicn Palicy  Protocsl  Hest Cander Letigaarl Coust  Mard Information
— b
- Criticel ObTbE TclaTl BT dekTafedfades4T011 f::s Mgiunne L6500 662351551000 MTTR00 hEptcy testd weer] @wgbirat | recpeent ] @wghinet 10 Theelt Cetaily
L = & L
Dty LTS
Cnbcal sabbocToBaTi MITsbTafeBfadaRiTOIL  Networiogwe I92.068.53.33  S6.235.155.19:80 HTTP-040 hEp/ftcp Restd uSer Wt reOeent2@wgtonet 10 hreat Details
L i
N — Critical LiZTdTcBatiBellab afadfadataT01]  Codehstworigas |192.0688.53.33  66.233.135.19:80 HTT-00 hEptey | tesld wierlifwgiorst | recgentliwgtunet 10 Thegas Detaily
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Crhcyl mabbocTolaTl MIlabTefelfidad Tl filesThe, eue 193.168.53. 73 §6.2035. 155.19: 80 WTTP-00 Feptsp  Sestd uEerIipwgti ret  reopeert 2Rwgh ret 10 Ihrmet Duiails
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2014 ¥

C utin
Bntyg

WINNER

Advanced Persistent Threat (APT)
Solution of the Year

Competitors for Advanced Persistent Threat (APT) Solution of the Year

Check Point Check Point Threat Emulation

FireEye Threat Prevention Platform

Fortinet FortiSandbox

Lancope StealthWatch System

Lastline Lastline Previct Advanced Malware Protection
Palo Alto Networks WildFire

Threat Track Security Advanced Threat Defense Platform
WatchGuard WatchGuard APT Blocker

SMART
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Bonnes pratiques

« Filtrage d’'URL, contréle d'application, Gateway AV

 Mise en place de SandBoxing / Emulation de code (APT
Blocker)

 Visibilité : WatchGuard Dimension

« Usage raisonnable et ponctuel d’Internet
* Informer les utilisateurs

« Sauvegarde (rotation, externalisation)
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Une gamme de parefeu NGFW & UTM complete

Software Scalability:
Single version of

WatchGuard Fireware
OS runs on all boxes,
including virtual

Port density, PoE

XTM 5 & 800 Series:
Mid-sized businesses and
distributed enterprises

XTM 2 & 3 Series:
Small offices, branch
offices and wireless hotspots

o=

Firebox T10:
Télétravaille, SoHo, Magasins -

*Subject to cancellation or change

Firebox Extreme
E5000*: ETA Planned Q1
2015.

80 — 100Gbps firewall
XTM 2520: LargeConsolidated data centers
enterprises and corporate

data centers

XTM 15 Series: Large
distributed enterprises

Firebox M440: Mid-sized

XTMv
Four virtual software license
versions with full UTM features

Wireless Access Points
AP100/200 & AP102
Businesses can harness
the power of mobile devices
without putting network
assets at risk.
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